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UK Research since 2008
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Latest Testing Sennybridge 2015
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� UK Mod Range in Brecon Beacons

� Distance Testing of 3W Jammer

� Detection of Jammers in Container

� Photographing a Passing Jammer



Detection of 3W Jammer
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Approx 6Km
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Powerful Jammers on the Web
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100W Jammers!
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Reference: 'Accurate Visual Geolocation of GNSS Jamming Sources'
Mr Michael Jones, Roke Manor Research, UK

Royal Institute of Navigation, International Navigation Conference (INC2015) 
Manchester, 24-26 February 2015

100W Jammer – Floor 43 of the Shard



Jammers at Scene of Crime
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Photo courtesy of Hampshire Police Photo courtesy of NaVCIS

Cigarette Lighter 

style Jammer hot 

wired to car battery



AJR – Automatic Jamming Recognition

� “JammerCam” 

� Uses DF technology from Bath Uni

� Photo triggered by passing jammer
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Jammer Users

� Personal Aggravation Disruption

� Personal Privacy

� Criminal Privacy

� Organised Crime

� Civil Disruption/Terrorism

� Nation State
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Personal Aggravation Disruption
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Multi band 

jammers jam 

GPS as well as 

mobile phones

GPS: 1500-1600 MHz 

CDMA: 850-894MHz 

DCS: 1805-1880MHz 

GSM: 925-960MHz 

PHS: 1900-1930MHz 

CDMA1900: 1930-1980MHz 

WiFi: 2400-2500MHz



Personal Privacy
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Three Switch

GPS based 

fleet tracking 

technology 

used here 

Resilient Timing 

System using Rb/OCXO

holdover not impacted 

by jamming



Criminal Privacy
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Recent arrest apprehended a de-

tagged criminal who was a passenger 

in a van. 

The driver was using a cigarette 

lighter style jammer.

Concerned about covert tracking 

technology.



UK Law

� Not illegal to possess

– However - No legal reason for use!

� Offence under Wireless Telegraphy Act 2006

– Causing Deliberate Interference

– Maximum 2 years in prison - Unlimited Fine

� Offence under EMC Directive EC89/336

– Electromagnetic compatibility Regs SI 2006/3418

– Supplying Jammers – Fine of up to £5000

� Google ‘Ofcom Jammers’ for more info
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Organised Crime
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http://www.bbc.co.uk/programmes/p014f7jk

https://www.youtube.com/watch?v=I8fe3nNUmBg



Scene of Crime Photos
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Photo courtesy of Hampshire Police Photo courtesy of NaVCIS

Cigarette Lighter 

style Jammer hot 

wired to car battery



Terrorist Threat – 3 Watt Jammer
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25m off ground near 

City Airport

Purple – Total Denial of 

Service

Red – Major Errors and 

Unable to get Fix

Yellow – Large Errors, 

possible loss of lock



Nation State
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Nation State

Prof. Jiwon Seo -Yonsei University, South Korea  Resilient PNT Forum II, Dana Point, 

California - January 26, 2015

http://rntfnd.org/2015/02/01/resilient-pnt-forum-ii-presentations/
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Where to buy Jammers

� Over 50 active Chinese Web Sites

� Power ~ 100mW to 50W!
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3W 500mW

250mW

Galileo 

PRS Ready!



Buying the 3W Jammer
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Events/Month >60 Seconds
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Kills @ November 2015!
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Conclusion

� Threat from GPS Jammers is real 

and increasing

– OCGs use Jammers

– Generally More Powerful

� Did you know about Jammers?

� Learn with the SENTINEL Report

– http://www.chronos.co.uk/files/pdfs/

gps/SENTINEL_Project_Report.pdf
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www.chronos.co.uk
www.gpsworld.biz

charles.curry@chronos.co.uk

Thankyou


