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Presenta>on	Outline	
•  MiFID	2	>me	sync	requirements	vs	PTP	
•  Byzan>ne	faults	and	mul>-source	>me	
synchronisa>on	solu>ons	

•  How	about	Advanced	Persistent	Threads	(APT)?	
•  Case	study:	APT	resilience	of	a	mul>-source	
>me	synchronisa>on	solu>on	

•  Alterna>ve	solu>ons	to	increase	APT	resilience	
of	>me	synchronisa>on	networks	
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MiFID	2	@	ITSF	2016	
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European	Securi>es	and	Markets	
Authority	(ESMA)	Guidelines	

•  Operators	of	trading	venues	and	their	members	or	par>cipants	shall	
establish	a	system	of	traceability	of	their	business	clocks	to	UTC.	
This	includes	ensuring	that	their	systems	operate	within	the	
granularity	and	a	maximum	tolerated	divergence	from	UTC	as	per	
RTS	25.	Operators	of	trading	venues	and	their	members	or	
par>cipants	shall	be	able	to	evidence	that	their	systems	meet	the	
requirements.	They	shall	be	able	to	do	so	by	documen>ng	the	
system	design,	it’s	func>oning	and	specifica>ons.	Furthermore	
operators	of	trading	venues	and	their	members	or	par>cipants	shall	
evidence	that	the	crucial	system	components	used	meet	the	
accuracy	standard	levels	on	granularity	and	maximum	divergence	of	
UTC	as	guaranteed	and	specified	by	the	manufacturer	of	such	
system	components	(component	specifica>ons	shall	meet	the	
required	accuracy	levels)	and	that	these	system	components	are	
installed	in	compliance	with	the	manufacturer’s	installa>on	
guidelines.	
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What	ESMA	cares	about		

•  Accuracy	of	>me	stamps!	
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Extract	from	MiFID	II	/	MiFIR	RTS	25	
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100	Microsecond	Accuracy!	

•  No	problem	with	carefully	designed	and	
>ghtly	managed	NTP	/	PTP	deployments!	

•  However…	
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Problem:	Erroneous	Time	Reference	

•  Time	synchronisa>on	is	only	
as	good	as	the	>me	
reference!	

•  A	spoofed	or	manipulated	
reference	will	provide	
incorrect	>me	to	all	hosts	it	is	
connected	to	
– E.g.	>me	feeds	that	are	
compromised	but	are	
adver>sed	as	accurate	



Byzan>ne	Fault	Scenario	I	
•  Phase	1:	BMCA	selec>on	process	
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PTP		clock	candidate	2:	
“I	am	beher”	

PTP		clock	candidate	3:	
“I	am	the	best”	

•  Phase	2:	Grandmaster	clock	acts	up	funny	
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Byzan>ne	Fault	Scenario	II	
•  Also:	As	the	ac>ve	GMC	con>nued	to	send	
“Announce”	packets	as	normal,	with	the	same	
BMC	parameters	(in	par>cular	priority,	clock	class	
and	variance),	the	inac>ve	GMs	had	no	reason	to	
take	over!!		

PTP	Client	

PSN	

“GMC	is	looking	good”	

“GMC	is	looking	good”	

GMC	

PTP	Client	

PTP	Client	



Solu>on:	Mul>-Source	Time	
Synchronisa>on	I	
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•  Mul>-Source	Watchdog	(Estrela	et	al,	2014)	



Solu>on:	Mul>-Source	Time	
Synchronisa>on	II	

•  FSMLabs	TimeKeeper	
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Solu>on:	Mul>-Source	Time	
Synchronisa>on	III	

•  The	PTP	Telecom	Profile	for	Frequency	(G.8265.1)	

15	Image	courtesy	of	Symmetricom	



European	Securi>es	and	Markets	
Authority	(ESMA)	Guidelines	

•  Operators	of	trading	venues	and	their	members	or	par>cipants	shall	
establish	a	system	of	traceability	of	their	business	clocks	to	UTC.	
This	includes	ensuring	that	their	systems	operate	within	the	
granularity	and	a	maximum	tolerated	divergence	from	UTC	as	per	
RTS	25.	Operators	of	trading	venues	and	their	members	or	
par>cipants	shall	be	able	to	evidence	that	their	systems	meet	the	
requirements.	They	shall	be	able	to	do	so	by	documen>ng	the	
system	design,	it’s	func>oning	and	specifica>ons.	Furthermore	
operators	of	trading	venues	and	their	members	or	par>cipants	shall	
evidence	that	the	crucial	system	components	used	meet	the	
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installed	in	compliance	with	the	manufacturer’s	installa>on	
guidelines.	
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Problem	solved???	



How	about	APT	that	target	Timing	
Infrastructure	of	Trading	Venues?	

•  An	advanced	persistent	
threat	(APT)	is	a	set	of	
stealthy	and	con>nuous	
computer	hacking	processes	
targe>ng	a	specific	en>ty	

•  An	APT	usually	targets	
organiza>ons	and/or	na>ons	
for	business	or	poli>cal	
mo>ves	
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APT	Defini>on	

•  The	“Advanced”	process	signifies	
sophis>cated	techniques	(i.e.	malware	and	/	
or	known	vulnerabili>es)	to	exploit	some	
internal	(sub)systems.	

•  The	“Persistent”	process	suggests	a	high	
degree	of	covertness	over	a	long	period	of	
>me	

•  The	“Threat”	process	indicates	human	
involvement	in	orchestra>ng	the	ahack	
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APT	Characteris>cs	

•  Customized	aLacks	—	APTs	omen	use	highly	
customized	tools	and	intrusion	techniques,	
developed	specifically	for	a	campaign	

•  Low	and	slow—APT	ahacks	occur	over	long	
periods	of	>me	during	which	the	ahackers	move	
slowly	and	quietly	to	avoid	detec>on	

•  Higher	aspira-ons—No	“fast-money	schemes”,	
but	APTs	are	designed	to	sa>sfy	the	requirements	
of	interna>onal	espionage	and/or	sabotage	

•  Specific	targets	—	APTs	are	aimed	at	a	very	
confined	range	of	targets	
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A	realis>c	Scenario?	
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Ahack	Visibility	versus	Ahack	
Maliciousness	



Ques>ons	re	APT	that	aim	Timing	
Infrastructure	[of	Trading	Venues]	

•  What	principal	forms	of	manipula-ons	would	
be	implemented?		

•  What	are	the	specific	targets	(e.g.	subsystems)	
men>oned	before?	

•  Poten>al	impact	on	>ming	infrastructure	

•  How	bullet-proofed	are	exis>ng	concepts	of	
mul>-source	>me	synchronisa>on				

•  What	is	the	anatomy	/	>meline	of	such	an	APT?		
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Forms	of	Manipula>ons		1:	
Asymmetric	Delays	

•  Asymmetric	delays	
caused	by	uplink	/	
downlink	differences,	
for	example		
– different	ingress/egress	
router	queues	

– different	rou>ng	paths	
cause	>me	sync	errors	
between	host	and	
reference		



Forms	of	Manipula>ons	2:		
Erroneous	Time	Reference	

•  I.e.	Byzan>ne	Fault	
•  A	spoofed	or	manipulated	
reference	will	provide	
incorrect	>me	to	all	hosts	
it	is	connected	to	
– Example	GPS	spoofing	/	
jamming	



Forms	of	Manipula>ons	3:		
Erroneous	Time	Sync	on	Host			

•  Likewise	manipulated	
or	faulty	>me-sync	
somware	/	rou>nes	on	
host	will	cause	local	
>me	sync	errors	



Forms	of	Manipula>ons	4:		
In-Transit	Packet	Manipula>on		

Time	stamps	in	request	/	
response	packets	can	be	
deliberately	manipulated	in	
transit,	for	example	by	a	
network	switch,	causing	
>me	sync	errors	between	
host	and	reference		



ATPs	and	PTP:	FoM,	ST	and	Impact	
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Source:		
Precision	Time	Protocol	
R.	Cohen		
TICTOC	BOF	IETF	Prague	2007	

Form	of	
Manipula-on	

Specific	Target	

(1)	Asymmetric	
Delays	

Router,	e.g.	rou>ng	tables	

(2)	Erroneous	
Time	Reference	

Grandmaster	clock	
Boundary	clock	

(3)	Erroneous	
Time	Sync	on	Host		

Slaves	
Boundary	clocks	

(4)	In-Transit	
Packet	
Manipula>on		

Switches	
Transparent	clock	

(1,4)	

(2)	

(1,	3)	 (1,	3)	

(1,4)	

(1,4)	 (1,4)	

(3)	

(3)	

(3)	
(3)	 (3)	

(3)	

(3)	 (3)	

(3)	
(3)	



Case	Study:	Vulnerability	of	Mul>-
Source	Watchdog	I		

•  Manipula>on	#2:	Mul>ple	NTP	and	PTP	>me	sources	
need	to	manipulated	in	a	coordinated	fashion		
!	Difficult	to	achieve	
!	huge	impact	
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Case	Study:	Vulnerability	of	Mul>-
Source	Watchdog	II		

•  Manipula>on	#1:	PSN	gateway	switch(es)	systema>cally	
manipulate	>me	sync	NTP	and	PTP	packets	
!	straight	forward	to	achieve	only	if	single	entry	point	
!	significant	impact	on	underlying	>ming	infrastructure	
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Case	Study:	Vulnerability	of	Mul>-
Source	Watchdog	III		

•  Manipula>on	#3:	End	point	somware	manipula>on	
!	simple	
!	low	impact	
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Supervisory	Client	Watchdog	

•  Complementary	to	mul>-
source	>me	synchronisa>on	

•  Another	line	of	defense	
against	APT	
– M-STS	is	not	100%	bullet	proof	

–  “Belt	and	suspender”	approach	
•  Independent	of	underlying	
>me	synchronisa>on	protocol	
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Supervisory	Client	Watchdog	I	
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Supervisory	Client	Watchdog	

Idea:	
End	points	/	
hosts	/	slaves	
con>nuously		
report	their	
individual	host	
clock	error,	e.g.	
phase	offsets,	
to	central	
watchdog	



Supervisory	Client	Watchdog	II	
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Supervisory	Client	Watchdog	

Idea	(cont.):	
SCW	
dynamically	
builds	models	
of	individual	
and	collec>ve	
clock	errors	



Supervisory	Client	Watchdog	III	
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Supervisory	Client	Watchdog	

Idea	(cont.):	
A	Byzan>ne	
Fault	will	cause	
a	devia>on	of	
es>mated	/	
modelled	
errors	of	a	
group	of	end	
points	



Supervisory	Client	Watchdog	IV	
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Supervisory	Client	Watchdog	

Idea	(cont.):	
However,	SCW	
are	robust	to	
iden>fy	false	
posi>ves,	e.g.	
sudden	
changes	of	
individual	clock	
errors	due	to	
other	factors	



Supervisory	Client	Watchdog	V	
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Supervisory	Client	Watchdog	

Issues	to	be	addressed:	
•  SCW	is	single	point	

of	failure	
–  TPM	

•  In	transit	
manipula>on	of	
clock	error	messages	
–  Digitally	signatures	
–  Public	key	

encryp>on	
–  PKI	/	Digital	

cer>ficates			

•  Work	in	progress!	



Summary	

•  APTs	will	eventually	target	>me	synchronisa>on	
networks	
– Financial	networks	are	high-profile	targets	

•  Mul>-Source	Time	Synchronisa>on	concepts	
alleviate	the	problem,	but	are	not	fully	bullet-
proof	

•  We	suggest	a	Supervisory	Client	Watchdog		as	
another	line	of	defense	

38	38	



Thank	you	-	go	raibh	maith	agat	–	Danke	
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