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Some Context

e EU COST Action
 Autonomous Control for a Reliable Internet of Services
 TAACCS Subgroup

— Time Awareness A, ACROSS
« SDN
* Gaming
e WebRTC ——

Inn gggg?;‘gﬁ' ITSF Prague Nov 2016
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Progress Report

e Better Time Awareness for RTC QoE
— Cloud Gaming MMOG

* Gaming Anywhere Platform
— Game server
— Network

— WebRTC M2E Delay Analysis
* Black Box testing
* Forensic analysis
* Jitter Buffer design

Inn ggl(;gaﬁhffﬁ ITSF Prague Nov 2016
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Anatomy of a Gamer

ITSF Prague Nov 2016
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Cloud Gaming

* Recent evolution in Gaming
— High growth potential
* Thin client + Fat pipe
— Game hosted on cloud
— User client device sends user control-events to server

— Server replays actions, renders scene and streams data
flow video to client

— Client displays scene
* Online connectivity critical 9 P77

Inn gggg?;‘gﬁ' ITSF Prague Nov 2016
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Inf

Lag, = Response Delay

Response delay (RD)

— time diff between a user submitting a command and the corresponding in-game action
appearing on the screen

*  Processing delay (PD)

— time required for the server to receive/process a player’'s command, encode/ transmit the
corresponding frame

Playout delay (OD)

— time required for the client to receive, decode, and render a frame on the display

Network delay (ND)
— Round Trip Delay

RD=PD+0OD+ND

NUI Galway
OE Gaillimh ITSF Prague Nov 2016
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Recall Phase 1 —Server side

* Monitor — Model — Manage - Test

* Process
— Realtime network delay (ND) calculations
— QoE model : delay €= QoE
— Server side delay management
— Subjective Testing

Inn ggl(;faﬁhffg ITSF Prague Nov 2016
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Recall Phase 2 —Network side

* Monitor — Model — Manage - Test

* Process
— Realtime network delay (ND) calculations
— QoE model : delay €= QoE
— SDN Controller — Traffic prioritisation
— Subjective Testing

] MU S ey ITSF Prague Nov 2016
OE Gaillimh ITSF Edinburgh Nov 2015



NUI Galway
18| OE Gaillimh

ITSF Prague Nov 2016

Server 1

Gaming
Servers

Server ..

Server n

12



@@ Combined Approach

I A \ Server 1
N Time iwa re

Cloud
Gaming
Servers

Server n

Time Aware

ITSF Prague Nov 2016

13



QoE Optimisation

ITSF Prague Nov 2016
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Case Study : Gaming Anywhere

* Open source Cloud Gaming Platform

— Released 2013
— http://gaminganywhere.org/

o Platform for
— Researchers
— Game Developers

Inn ITSF Prague Nov 2016




Gaming Anywhere,

Game Server Game Client
Running the selected game Game console
imccccccccccannccccccccccaccnneae B
[ ] 1 3
- : Audio / Video E Audio / Video
: 1 FVIdeO | caemea %)
§ M Replay User Inputs car I: rer E Player User Inputs
=9 ; < }
% =3 (Keyboard, Mouse, ...) Audio / Video i _______ Audio / Video (Keyboard, Mouse, ...)
<°z° ﬁi Encoder : Decoder
1 s i
o : 4 M i i
O i q !
e Decode Input Events ! Ls i Encode Input Events
= E (Customized Protocol) ISP f RTP / RicE E RESE f R'I?P # Ewce (Customized Protocol)
. ! e .

e e TP e TTETTTOSSee

:Control Flow I nternet

Figure 2: A modular view of GamingAnywhere
server and client.
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GA — Time Awareness

e Control Flow
— User events sent to server

e Data Flow
— Video streaming from server to client

* Use of RTP/RTCP

— Facilitates delay measurement via NTP
— Similar to SDN approach

Inn ggl(}g?ll‘gg ITSF Prague Nov 2016
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Phase 1 —Server side

* Monitor — Model — Manage - Test
* Process

— Realtime network delay (ND) calculations
— QoE model : delay €= QoE

— Server side delay management

— Subjective Testing

Inn gggg?;‘gﬁ' ITSF Prague Nov 2016
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IP: 192.168.0.1

mnf NUI Galway
‘T OE Gaillimh

Testbed

IP: 192.168.0.2

IP: 192.168.0.3

ITSF Prague Nov 2016
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Capturing each way delays
RTD=S=2C+C=>S

t0 tl
SR |==

Server = Client

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© 0 A ®. &£ BEXL AT IEEE QA @WK B

Filter: | rtcp v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
64 7.398843000 Server [SR 1:::— Client2 RTCP 90[sender Report | source description
65 7.406136000 192.168.0.2 192.168.0.3 RTCP 90 sender Report Source description
389 9.129072000 Client2 | RR] ={192.168.0. 2| server RTCP 98
703 9.820571000 Server [Sg J——={192-168.0.1 |Client1 RTCP % Source description
704 9.820642000 192.168.0.2 92.168.0. RTCP 90 sender Report Source description
879 10.088929000 192.168.0.3 192.168.0.2 RTCP 98 Receive Repo
571 10. 247112000 Client1 [RR)={192-168.0.2 |server RTCP o8
1036 10. 327148000 192.168.0.1 192.168.0.2 RTCP 98 Receiver Report
1039 10.352359000 192.168.0.2 192.168.0.1 RTCP 90 sender Report Source description
1040 10. 352439000 192.168.0.2 192.168.0.3 RTCP 90 sender Report Source description
3492 14.313382000 192.168.0.3 192.168.0.2 RTCP 98 Receiver Report
3614 14.479642000 192.168.0.1 192.168.0.2 RTCP 98 Receiver Report
4039 14.922493000 192.168.0.3 192.168.0.2 RTCP 98 Receiver Report

NUI Galway

P 115SF Prague Nov ZU1b
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Validating Mechanism

Emulator introduces
IP: 192.168.0.2 Artificial Delays

st g Client 1 =» Server 100ms

rcp Client 2 =» Server 50ms

IP: 192.168.0.1 ' IP: 192.168.0.3

E ITSF Prague Nov 2016 21
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Client to Server Delavs

& C\ga-log\1499843820.dat - Notepad+ +
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7

cHEHB R alds.mh o #ayl @ BR| == T1[EeEAhn@EB®E||[=EE =
EF499343320. ds‘BI = 3408064083, datd | = 4115382362, datd | = 179085725 datd |

1 server_ ssrc:3438222183; client ssrc:1499843820; xtt:-138; s_to_c:25; c to s:113
2  source identifier destination identifier  roundTrip time server_to_clieny client to server)
2 [server_ssrc:34382Z221837 client ssrc:1499843820; xtr:-128; s _to_c:17; CICOM S SISt
4

S server ssrc:3438222183; client ssrc:1499843820; rtt:-128; s_to_c:17; @ _Ee S=ililal
&

7 server ssrc:3438222183; client ssrc:1499843820; rtt:128; s _to_c:17; & e &=Ililil
8

S | server ssrc:3438222183; client ssrc:1499843820; rtr:-122; s_to_c:6; 2 EE ==Il0LE

g C:\ga-log\179088728.dat - N}Qtepad++ /
File Edit Search View Encoding Language Settings Macrc Run Plugins Window 7?7
cHEH®E 2 ek oty @ BEa8=T1[EFEEmEA = =@ E|EEH =
14998435820 datd | 3408064083, datd | 4115382362, daid EII 79088728. dafxl

1 server sSsrc:2261224598; client ssrc:179088728; xtt:=77; s _to_c:8; Z ORI GE
2 source identifier destination identifier roundTrip time server_to_client [ client to_server
3 |server_ ssrc:2261224598; client ssrc:179088728; rtt:=71; sS_to_c:5; c_to s:66
4
S server sSsrc:2261224598; client ssrc:179088728; xtt:-71; s _to_c:5; c _to s:66
&
7 server_ sSsrc:2261224598; client ssrc:179088728; rtt:66; sS_to_c:6; c _to s:60
S server sSsrc:2261224598; client ssrc:179088728; xrxtt:66; s _to_c:6; c _to _s:60
10
11 |server_ sSsrc:2261224598; client ssrc:179088728; xttr:79; s_to_c:15; €© to s:-64 /
12

Spot typo? RTD, not RTT !

NUI Galway

ITSF Prague Nov 2016 22
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Phase 1 —Server side

* Monitor — Model — Manage - Test

* Process
— Realtime network delay (ND) calculations
— QoE model : delay €= QoE
— Server side delay management
— Subjective testing

Inn ggl(}g?ll‘gg ITSF Prague Nov 2016
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Delay €= QoE,

* Wurzburg University,
* University of Zagreb

MOS Value

Oms 80ms

dsc = 9dcs
NUI Galway
] "
OE Gaillimh ITSF Prague Nov 2016
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Phase 1 —Server side

* Monitor — Model — Manage - Test

* Process
— Realtime network delay (ND) calculations
— QoE model : delay €= QoE
— Server side delay management
— Subjective testing

Inn gggg?;‘gﬁ' ITSF Prague Nov 2016
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Delay Emulator: Linux Containers

=

NIC

..1

Host

Emulator

:zT , 3
NIC

NS

oS

m NUI Galway
CH OE Gaillimh

ITSF Prague Nov 2016
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168 - |-

148

128

188 —

Delay

ae - -

6e

Actual delay v Emulation ms

____________________________ -—
™
. -
_______________________ i____._.’__!..__3_.__:_i___t__________________..____._..___._..__.__.____
. o % L .. LN » .
@ - - - -
..’ . . ." . 2 N :* . . :.‘ '~“
- - - - - -y o % - .. L ™
™ .5' es o . .. e %o kS - -
” ey s . . . A
.. - * "ol - Py . f oo N L]
e "'T“‘“ oo Fve - "m2 e - P
., 0 «* L "
-

R L T }i:_. -ty - - -
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'Y al '.'. - -a® - L ] o . 2.° Py
-.--_4-_,e._s_'_-__..,s__-i_;_?m_._-__i-!"lr‘_*_.,,_;_ -
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110 1288 ju e ol el 14@E
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Packet number
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Phase 1 —Server side

* Monitor — Model — Manage - Test

* Process
— Realtime network delay (ND) calculations
— QoE model : delay €= QoE
— Server side delay management

— Subjective testing
e University of Zagreb Spring 2017
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WebRTC: Browser based RTC (om

ITSF Prague Nov 2016
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WebRTC.

o

rg

The web

|# dde
gam InoA

Z7# dde
gam JnoA
g4 dde
gam JnoA

WebRTC \
[ WebRTC C++ API (PeerConnection) ]

[ Session management / Abstract signaling (Session) ]

Voice Engine Video E ngine Transport

l iSAC /iLBC Codec I VP8 Codec l SRTP
l NetEQ for voice Video jitter buffer | Muiltiplexing l
Echo Canceler / | h nt P2P
Noise R eduction Mageenancemens STUN + TURN + ICE

P T NN

Your browser

(—-——----Q (--------Q

Audio 1 1 1
Capture/R ender 1 1 Video Capture 1 Network 110

_ AP| for web developers E AP| for browser makers :______| Overrideable by browser makers

NUI Galway
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Scope of work

Black box M2E delay testing
Forensic M2E Analysis — packet timelines

Time aware lJitter Buffer management

Context ITU-T G.114
— M2E delay

e <150 ms ideal
e 150- 400 ms tolerable
* > 400 unacceptable

NUI Galway ITSF Prague Nov 2016
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Blackbox M2E Analysis

-

(Tone Generator

NTP

WebRTC Peer Connection

PEER B

. e
‘ WIRESHARK ‘ ‘ WIRESHARK ‘

NUI Galway
ITSF Prague Nov 2016 32




Blackbox Testing

Scope 2

m200.0
mv

1200

-1200
-160.0

20000 @
02 0.0 02 04 06 08 10 12 14 16 18

Scopel |

ITSF Prague Nov 2016
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@ Blackbox Results

Enterprise LAN : < 2 ms delay

- G.711 G.711
20ms 40ms

m 161 141 170 164 142 173
12593  128.19 163.64 129.47 134.69 163.81

ITSF Prague Nov 2016 34
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Blackbox Results
Emulated Network: 50 ms +/- 10%

G.71110ms | G.711 20ms G.711 40ms

173 193 222 177 202 228

227 221 304 201 233 340

average 190.2 203.18 255.63 192.4 210.8 260.73
LUUL B bty ITSF Prague Nov 2016 35
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Forensic M2E Analysis

7 Sender Side(PEER A) 7 - Receiver Side (PEER B)
@ 7 J NETWORK 1—‘@7_.‘ ))
Mouth T1 A oy i T3 T4 TS5 EaE
T1: Pkt T2: Pkt T3: Pkt T4: Pkt T5:Pkt
created at NIC ——at NIC bufferin buffer out
Mouth to Ear Delay

) gggg?ll‘;‘ﬁ' ITSF Prague Nov 2016
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Forensic Timeline
| eu | we | we |

ms

X 3 9 74
23086 0 3 10 94
23087 0 0 7 =
23088 -1 0 / 106
23089 0 12 2 66

7 80
23091 -2 9 6 101

23184

23185 -2 120

‘3.9\ oo -
NUI Galway ITSF Prague Nov 2016 @
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Forensic v M2E

211.1 ms

Ta-d T1...T5 Td-a

‘_——_—_—’
119.73 ms

) gggg?ll‘;‘ﬁ' ITSF Prague Nov 2016
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Forensic v M2E

T2-T1 — negative !
..scheduling/0S issue !!l..or ?

Sender Side(PEER A) Receiver Side (PEER B)

Y O] i

Mouth T1 T2 e T3 T4 TS5
-0.3663366ms & ’ 6.60396ms  109.6139ms

3.881188ms

Mouth to Ear Delay: 210.6ms

] ggIGSTll‘g?}{ ITSF Prague Nov 2016
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Insights

* Jitter buffer is key contributor
— even when network delay is < 2 ms across enterprise LAN

* Need to target jitter buffer for M2E delay €= QoE
Improvements

* Objectives : Time Aware lJitter Buffer
— More informed playout delay
— Reduced packet scaling

Inn ITSF Prague Nov 2016 40
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®Existing WebRTC Jitter Buffer

false
GetDecisionSpecialized delay < 200ms

true target_timestamp

ExpectedPacketAvailable available_timestamp.

\ KNormal )
false
false prev_mode
KNormal l
rue
tolay._dtmf isObsoleteTimestamp kUndefined
true
false
true frered_current_level() >=
kFastAccelerate A FuturePacketAvailable
false
Tprev_mode == kModeExpand))
false && IReinitAfterExpands(timestamp_leap) wue
T ) &8 IMaxWaitForPacket() KExpand
&8 PacketTooEarly(timestamp._leap)
8& UnderTargetLevel() && play_c
false
true
false
ue static_eaST<uini32_t>(generated_noise Samales + ue
target_timestam ailable_timestamy
fiered_current_level() false_—~Titered_current_level() >= i Cgu, s‘lzs posice et m'anage, ®
low_limit hign_limit >Targe * packet_length_samples ) -4
true true false
v~ mode == kModeEXPax, true
kPreemptiveExpand KAccelerate Il (decoder_frame_length true STE
Quiput_size_samples_ && cur_size_sampiss> KMerge
tatic_cast<size_t>
(kAllowMeTgelyithoutExpandMs = Gt - 8)) false

false

kCodecinternalCng

kMerge

NUI Galway ITSF Prague Nov 2016

OE Gaillimh




<D

Amplitude

Amplitude

Packet Scaling

20000
15000
10000

5000

-5000
—10000

Waveform from reference file (sender)

—15000

25000
20000
15000
10000

5000

-5000
—10000

20000 40BQRF6PRDProPAGRL JRASATI200eE aARSPP 160000 180000

Ve

—15000

50000

100000
Sample Number

150000

200000
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Time Aware Jitter Buffer

Decisions made in context of ITU-T G.114

Packet scaling

— Useful mechanism to deal with
* network jitter
* clock skew

— However
* Adds complexity & delay
* Impact on speech quality
* =>» Both impact negatively on QoE
Time Awareness
— Minimise delay
— Minimise extent of scaling
— Skew compensation during silence periods

NUI Galway
OE Gaillimh ITSF Prague Nov 2016
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@ Conclusions

e Time Awareness for RTC
— Cloud Gaming
— VolP

* QoE improvement is driving factor
— Cloud Gaming
* Level the playing field for all
— VolP
* Minimise
— Delay
— Extent of packet scaling

* Better voice quality
* Endpoint Time Awareness is an ongoing concern
— TAACCS & TCC (Time Coordinated Computing )
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