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* |Introduction

—Financial Applications Requirements

= Audit process

—Paper audits
—Physical audits (where’s the clock?)

" Findings
= Summary
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Time Enables ALL Infrastructures

Data Centers

Wireline Communications

Cellular Communications

.;)) (( A

Enterprise Communications

Seismic Exploration
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= From 3" Jan 2018 EU legislation —
Markets in Financial Instruments Directive (“MiFID 11”) - is in effect.
Its scope includes the synchronisation of trading clocks to UTC
and timestamping granularity:

Type of Trading Granularity Max. Divergence
to UTC

Voice trading 1s +1s
All other trading 1 ms +1ms
High frequency 1 us + 100 ps

trading

= US regulation (SEC) Rule 613 (effective 2018):
Synchronisation of business clocks to within 100 us of NIST clocks

= The aim is to prevent trading irregularities & provide an audit trail for “reportable events”

05/11/2018 Copyright: Chronos Technology Ltd 2018 4
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MIFID II mandates clock sync
European exchanges and trac
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colt

NPL and Colt partner to
critical timing service f
compliance

by Colt Technology.

26 Apr 2018

London, 26 April 2018 - Coll
Technology Services today

announced its partnership with the
National Physical Laboratory (NPL) to
deliver precise timing capabilities to
financial firms utilising colocabon service
quickly and easily comply with stringent
safe in the knowledge that the signal wil
mis-calibration, jamming or spoofing. Th
granularity of the timing solution far excs
100 microsecond level stipulated by the
regulation under MIFID Il. This offering v
Equinix facilities, located in Slough and !
in London.

ICE brings precise timing
to UK data centre for MiFID
Il compliance

09 May 2017

In a high-frequency trading world where every
microsecond counts, Intercontinental Exchange
has struck a deal with the UK's National
Physical Laboratory to ensure co-location
customers at its data centre in Basildon get
precise timing.

The rise of HFT has increased the need for
synchronisation of trading systems and
traceability to Coordinated Universal Time
(UTC). With this in mind, from next January,
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- COMMISSION DELEGATED REGULATION (EU) 2017/574: Accuracy & traceability @ mmary

« But what is UTC? Where do | get it?

05/11/2018 Copyright: Chronos Technology Ltd 2018 6




What is UTC? Where do | get it?

E International
Atomic
Time (TAI)

Universal
+/- Leap Second
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Time
Co-ordinated

~

1 | .

Universal Things to note about UTC:

Tim
J Co-ordinZted—k
%{} “it’s paper clock”
“it only exists in the past”

National Time scales

% UTCypr in UK MIiFID allows us to use &
UTCUSNO & UTCNIST in US

test to UTCcno /
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From the ESMA MIFID Il requirements:

‘*&v!
0GY
= Establish a system of traceability to UTC, where such a system shall:
Demonstrate traceability to UTC by documenting the system design, functioning and specifications. This is to be
accomplished by:

= Establish a system of traceability of their business clocks to UTC, including ensuring that their systems operate
within the granularity and a maximum tolerated divergence from UTC as per RTS 25.
Evidence that their systems meet the requirements by documenting the system design, its functioning and
specifications.

= Evidence that the crucial system components used.:

— meet the accuracy standard levels on granularity and maximum divergence of UTC as guaranteed and specified by the manufacturer of
such system components (component specifications shall meet the required accuracy levels); and

— that these system components are installed in compliance with the manufacturer’s installation guidelines.

— Identify the exact point at which a timestamp is applied and demonstrate that the point within the system where the timestamp is applied
remains consistent.
Firms shall conduct a compliance review of the traceability system at least once a year.
Ensure procedures are put in place to establish a systems of traceability to UTC by documenting the system design, functioning and
specifications and review such a system once a year.

05/11/2018 Chronos Technology: COMPANY PROPRIETARY 8
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Paper Audit — network design

= Network plans & drawings

= Specs/datasheets for all equipment that affects timing

= SLAs & Agreements for any Services provided by 3" parties
= Logs/configs of all equipment

= Add some “Best Practice”

AN
;|
o ) Qe ® @ eS8
interface Ethernetl/x 51 g R— i
speed 1000 | o) & =) -, i3 &
ptp MBS s - 8 _Luo0cDs Ol "] © ¢ ’ /
i< f 8 oommmm—— N T ey =l e S :
ptp vlian 350 B oy s i PR e B 0 ri *‘;o'.? = & R & ’
switchport mode trunk . TN \}.{/ AN AN V
switchport trunk allowed vlan 350, M o) (9)(8)(7)(e) xR b
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Auditing the clock + distribution...

= Physical things:

— UTC delivery: GNSS receiver, PTP GM

— UTC distribution: PTP BC, PTP Slave

— Network design — how all the above things are connected together
= Non-Physical things:

— UTC: consumption: Trading application!

os/11/2018 . cChronos Technology : COMPANY PROPRIETARY




Timing: a simplified model

Clock is
generated

Clock is
conditioned &
injected into
the network

Source of Frequency
Time/Phase
(Caesium, GNSS)

Distribution of Frequency
Time/Phase
(SSU, GM, NTP Server)
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Option 1:
DIRECT e.g. IRIG, SSU

Transport of Frequency Time & Phase

Application: Use of
Frequency Time & Phase

|

Clock drives the
application if (and only if)
it is within acceptable time

error limits
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Auditing the clock...




g

TECHNODLOGY

VO T T
TR I IT

I CARRRRRAL LA ELL T

"

T [ LA
I LAY -

v rnnnn HRrisan J
TR LA L]

y 7
y o
: N AL AAA SR AAAAAS

3 -

, \ A |

. 3 - - .
ronos Techn%ogy: CONIPENMGRROPRIETARY - VI







chens




g

TECHNODLOGY

NIC + PTP slave:

“sorry, we didn’t think we
needed the 1PPS option”

4
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Auditing the clock...

= Physical things:
— UTC delivery: GNSS receiver, PTP GM
— UTC distribution: RPFRBC-PFR-Slave no 1PPS (or other) clock O/P!
— Network design — how all the above things are connected together
= Non-Physical things:

— UTC: consumption: Trading application!

os/11/2018 . cChronos Technology : COMPANY PROPRIETARY
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After discussing this issue

After discussing this issue with a (i} TAC engineer, | learned that while this PTP CLK connector is present on
- and _ (fromt panel names), there is no software support for this connector at this ime. There is also no time

frame for [lllto support this PTP CLK connector

05/11/2018 Chronos Technology: COMPANY PROPRIETARY 20



There is no clock to audit

* Turn up on site and nothing to measure!
= Add test slave — compare output

= Mirror port - capture PTP packets

= SECURITY hampers the audit process

= GNSS receivers calibrated

= Packet captures all OK

= Test slave 1PPS ~10us

— Agrees with other work

os/11/2018 . cChronos Technology : COMPANY PROPRIETARY
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PTP packet capture

172-31:90-104_201B0526. 11-52-59_AP peap
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- oI

[he [ Yew Co Captue Sruiyie Ratatics lTewphory Weelem Jook el
s b e 4an ® < B L3 KB RIS
= Securit olic dranolad U B e
e o Lmaid e Protomcd g e A
6 0.0 19.83,.251.255 204.06.1.109 P2 110 Asoounce Message
7 0.0 18.83.151.255 208.6.1.109 T2 M Synt Message
h m r‘ t r I 5 0. 000000 19.83.251.2% 26.0.1.10 PIPNVE W Follow Up Message
a p e S Ca p u e ° % 0. 0000 W.83.227.11 22801129 PIPV2 0 Delay Reg Message
AL RN 18.83,.151.25% 20800109 PriNG 109 Delay Resp Message
1) 0000000 19.8),.227.11 240219 P2 00 Delay _Rog Message
7 N ) 14 0. 000000 19.83.251.255 2280115 PTPV2 109 Delay Resp Message
18 0. 00000 18.83.251.25% 224.0.1.1H PIN 110 Asrounce Message
- Req uest "mirror port e S g ey N < B = st
20 0. 0000 19.83,.251.255 226.0.1.109 PTG 90 Follow_Up Message
23 0. 0000 19.85.227.11 226.0.1.10 PINvg o Delay Nog Message
24 0 0NN 19.83,.251.2% 224.0,1.19 PTPVZ 109 Delay Resp Message
— A n n O u n Ce IVI e SS a e . 78 0. (NeN0 10,83, 251,255 224.0.1.49 PIPVZ 530 Aintunca Hesiige i
g * scssapelongth: 64 o
widosa irfusber: 0
flags: &2 X
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— Message rates etc. as neaseis.
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LarrentUT(0% Fset: 37
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grondmasterClockAccoracy: The time s accurate to within 256 »5 (x22)
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= Two-step, Layer3 (UDP/IP)
grondmasterClockidentity: SxecAbPof Ffotiddfid S
Sync: 2Hz Del_Req/Resp: 0.5Hz @100 % 0081 81 70 70 W Ib fc o0 08 00 & od -
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A .OSH VERLOI AV NI BN (RN e..
nnounce- . Z WKWV RN R R RS s op
e b (ol NE MNGBHNNMNONMN
e MR N NN W™ bl
O 0 02 40 97 fe 01 82
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Surrogate PTP slave
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= Comparative position in the
network hierarchy

= Security/paranoia again —
mirror port/MAC whitelisting etc.

= Does the test slave behave
exactly as the real one?
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Surrogate PTP slave
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Findings

= GNSS 1PPS output confirms:
— Cable delay not set at all

= ~500ns error — “standard” 100m cable drum used

= Questionable install?

= GNSS GM manufacturer states
“probably no need to set cable delay compensation”

= PTP Packet capture confirms:
— GM Identity + network performance
= Test Slave confirms:

— Approximate/Achievable performance

05/11/2018 Chronos Tec hnology: COMPANY PROPRIETARY
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Summary

= 1PPS outputs!

— Telecom learned this lesson already

= BREXIT the new focus — MiFID is “done”

— money/resource was allocated 2016/17
— difficult to get commitment now it seems the

“MiFID compliance” box has already been ticked

= |f/when the regulator imposes penalties on traders
this may change...

" Meaningless requirements need to be updated

os/11/2018 . cChronos Technology : COMPANY PROPRIETARY
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Christian Farrow
Technical Services Manager

Christian.Farrow@chronos.co.uk

www.chronos.co.uk
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Typical Trading Clock (a)

TECHNOLD

Kernel
OS time

' PTP Slave PTP Algo /\, Trading

\.\ Application

Hardware assisted, two-way time transfer
techniques ensure accurate, stable UTC-
traceable time is delivered to the PTP Slave

Physical Server
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Typical Trading Clock (b)

Kernel
9 OS time

PTP Algo
' PTP Slave
(
Trading

Application

Physical Server




Profiling the application space

= Lab test plots

05/11/2018
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Profiling the application space

Kernel
7 o 2 e S = E £ T » OS time
A A S’ ]

PTP Slave PTP Algo Tra_dinfg
© . Application
monitor
monitor mea:‘.ure

Custom PTP Measurement g T
Slave ~ App




