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Chronos: Sync & Timing Expertise since 1986

§ Professional Services
§ Training, Install/Commission & Support
§ Network Sync Audits – Time & Timing
§ Network Design & Test
§ Consultancy

§ ITU Standards Committee (SG15/Q13)
§ Steering Groups – ITSF, WSTS & RIN

§ R&D, product development
§ Expert Advisory Groups (Blackett, RAEng)

§ Resilient Synchronisation & Timing 
Solutions

§ GNSS Vulnerability & Mitigation 
Solutions

§ Markets
– Telecom
– Power
– Financial Services
– Defence & Security
– Law Enforcement
– Broadcast



Chronos Technology
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§ Global reach – installations + support
§ Extensive experience of how GNSS timing 
systems behave in the real world

Chronos Installation Team
Since 1999: over 15 Million miles +7,000 installs,



GNSS – the GPS success story

§ Originally US Military 
Missile-Guidance system

§ FOC 27APR95
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Mid-1990s

§ Civilian applications emerge:
– Telecom Frequency reference
– Handheld personal Nav receivers
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The commoditisation of GNSS

§ Approx. 60 million smartphones in 
use in the UK (2019)

§ 2019 Android handset with 
multi-constellation receiver sees:
– GPS, GLONASS, GALILEO, BEIDOU, 

SBAS (+QZSS)

§ Mass use of GNSS for positioning has 
spread the knowledge of location 
spoofing to a much wider audience
– From app level to actual GNSS radio 

signal spoofing
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“34 in view 33 in use”



1999 vs. 2019

§ 1999
– Handheld GPS only “12 channel”

(custom ASIC)

– TTFF ~ several minutes

§ 2019
– Android Samsung Galaxy S10+

(Broadcom BCM47752KLB1G)

– TTFF 3s
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1999 vs. 2019 
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approx.  5mm x 3mm



1999 vs. 2019

§ GPS315 PCB vs. BCM47752KLB1G     (1/500th area)
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approx.  16cm (6.25”)

approx. 
11.5cm 
(4.5”)

approx.  5mm x 3mm



Range C

SV C

Using GNSS for PNT
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Intersection of Three Spheres x

y

SV A

Range A

SV B

Range B

User Location
X0, Y0, Z0

Receiver Clock (timing) errors add a 4th unknown, hence 4 satellites require for precise fix

MEO Satellites:
BEIDOU – 21,150 km
GALILEO – 23,222 km
GLONASS – 19,100 km
GPS – 20,200 km

Orbital period: 11-14hrs

Power output: 20-265W

Received signal: -125dBm to -130dBm

z



GNSS receiver – simplified view

§ Uses the navigation solution to steer/control a local oscillator
§ Timing output ultimately controlled by the RF signal input
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VCXO
+

dividers
RF Front end

Navigation 
solution

Antenna

Clock outputs, 
e.g. 10MHz + 1PPS

Position, 
Date, Time

TRUST



The Problem
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§ “it’s free and it works everywhere”
– Proliferation of GPS receivers used for time
– More than a billion GNSS receivers

§ “it’s free and it works everywhere all the time”
– Phenomenal System uptime – a few major issues (e.g SVN23)
– Fit-and-forget module/component/subsystem 

§ “GPS has us all addicted to Stratum 1 time”
– NTP is everywhere – one of the oldest internet protocols

o De-facto time sync service over packet networks 



Jamming now a civilian activity
§ Privacy concerns have lead to an explosion of “GPS 

Jammers”
– Business/Fleet vehicle tracking
– Offender tracking
– Freight Tracking
– High-value cars fitted with trackers

– “Privacy Jammers” for sale on the internet
o Some also jam GSM/3G/4G/WiFi/Bluetooth etc.

– Personal privacy – criminal activity – organised crime
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Spoofing now a civilian activity
§ Spoofing now trivial with COTS hardware & open-source software 

– Raspberry Pi + SDR + github code + electronics

§ Increased use of location services has 
lead to widespread awareness of
“Location Spoofing” techniques

§ Of the receivers we tested
– Some failed and needed power off/on reset
– Some failed catastrophically needed to be re-flashed
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LimeSDR

RasPi Power
(5V USB) 

LimeSDR
Power 

(8.4V Li-ion)

GNSS ref
(sync for 
LimeSDR)

RasPi 4B



But how common is it?

13/10/2021 ©Chronos Technology: COMPANY PROPRIETARY 16



But how common is it?

13/10/2021 ©Chronos Technology: COMPANY PROPRIETARY 17



GNSS Firewall

§ Provides a much deeper level of signal analysis
– Simple spoofers have many data fields left at defaults
– Detects anomalies in power, time, position, data

§ Contains a GPS signal simulator, accurately 
sync'd to GNSS to maintain PNT for any 
downstream devices
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GNSS Firewall
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Validated Output

Holdover
(resilient)

or

Optional
(inside)

Hardened Output
(secure and resilient

using atomic holdover)

Live Sky
(not secure)



GNSS vulnerable
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Live Sky
(not secure)

Existing GNSS receivers



GNSS Firewall
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Validated OutputHardened Output
(secure and resilient

using atomic holdover)

Live Sky
(not secure)



GNSS Firewall
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Validated Output

Holdover
(resilient)

or

Optional
(inside)

Hardened Output
(secure and resilient

using atomic holdover)

Live Sky
(not secure)



GNSS Firewall Deployment models

GPS Splitter

Equipment requiring 
GPS/L1 signal

Firewall deployed for 
monitoring, not in GPS signal 

path

Hardened

Equipment requiring 
GPS/L1 signal

Firewall using
Hardened Output

Optional Cesium

Optional MAC

NTP/PTP SyncServer etc.

Rb

Validated

Firewall using
Validated Output



Resilient Timing Deployment models

SyncServer

MAC

Time Server with
GNSS firewall 

features inside

Firewall for timing protection of 
"legacy" products

Firewall for PNT
protection of 

Critical Infrastructure

Optional MAC

Optional
Cesium

Critical Infrastructure Equipment requiring 
GNSSsplitter

Optional MAC

Optional
Cesium



Support for Galileo

or
Optional
(inside)

Hardened
Output (GPS format)or

GALILEO
TIME

GPS
TIME

Validated
Output (all bands)

Holdover

Live Sky and

Reception/Anomaly
Detection



Positioning - Underground
§ Many solutions to positioning inside
– Proprietary solutions/signals/”Sensor fusion” 

wi-fi/Bluetooth/Optical(camera)/gyro
– Need dedicated receiver h/w & s/w

§ But, what about using GPS-like signals?
– Compatibility with millions of hand-held devices 

(Smartphones, NAV receivers, TETRA radios etc.)
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Using a ”spoofer” for positioning?
§ Tunnels – transport (road/rail)
§ Existing infrastructure may already be there –

“leaky feeders” used to re-broadcast FM/DAB/4G radio
§ Broadcast a simulated signal that you would see at that location if 

the sky were visible (i.e. altitude adjusted)
§ Time/Date sync’d to real GNSS from the sky

§ Broadcast an additional unused PRN-code (not contained in real 
GPS almanac so ignored by receivers) as a test signal to make sure 
simulated signal can’t be seen outside of the underground space
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Zone based
§ Simulated static 

position is the centre
of each zone
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GNSS Continuous - Road Tunnels
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GNSS Continuous - Road Tunnels
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GNSS Continuous - Road Tunnels
§ High-speed test - 60-70km/h drive



GNSS Continuous - Road Tunnels
§ Android smartphone ~70km/h drive



Conclusions
§ Simulation of GNSS signals has become (almost) trivial

§ But - “controlled spoofing” can provide
– Protection to Critical Infrastructure that relies on GNSS
– New opportunities to increase the safety of emergency 

workers/civilians and enable continuous asset-tracking in 
GNSS-denied areas
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